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WELCOME!

This meeting is beingcorded

Please use th®&Awindow to submit questions
throughout this event.
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Would you like to provide your feedback?

During the webinar, we are asking questions

that will be individually recorded.

Answering the questions is completehy’. ... ....cn auou

3-dot button
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optional.

Have additional comments? Email us your
thoughts at:

mobile-nccoe@nist.gov

On the menu, click Q&A

Copy Event Link

Audio Connection
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hat color is the sky?
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OPENING QUESTION #1: UNDERSTANDING OUR AU@I\

Are you familiar with theNCColand the work products that we produce?
AA: Yes

AB: A little

AC: No



WHO WE ARE

As part of the NIST family, the NCCoE hgs NIST
access to a foundation ef«pertise,

resourcesyelationships,andexperience ;} l:f[
A
A solution-driven, collaborativehub CHEGES

addressing complex cybersecurity problem



OUR GOALS
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Improve cybersecurityfor
businesses and commerce

Lower the learning curvdor
cybersecurity

Spark innovationn secure
technology



NCCOE PRINCIPLES
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Standardsbased
Apply relevant industry standards to each

security implementation; demonstrate example

solutions for new standards

Modular

Develop components that can be substituted
with alternates that offer equivalent input
output specifications

Repeatable

Provide detailed guidance including a reference

design, list of components, configuration files,
relevant code, diagrams, tutorials, and
instructions to enable system admins to

recreate the example solution and achieve the

same results
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Commercially available

Work with the technology community to
identify commercially available products that
can be brought together in example solutions
to address challenges identified by industry

Usable

Design blueprints that end users can cost
effectively adopt and integrate into their
businesses without disrupting ddag-day
operations

Open and transparent

Use open and transparent processes to
complete work; seek and incorporate public
comments on NCCoE publications



NIST PRODUCTS

Practica) userfriendly resources

_ Cybersecurity Practice Guidg
demonstratingstandardsbasedapproaches

to cybersecurity matched to business needs
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Learning Series Webinars

www.nccoe.nist.gov/library
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IMPACT: WORK FROM ANYWHERE C

Minimizing your risks to working
anywhere, anytime, from any device

Mobile Device Security

Applications of the NIST Privacy Framework

Working Anytime, Anywhere: The Evolution of
Telework



OPENING QUESTION #2: UNDERSTANDING OUR AU@I\

How many are planning to upgrade / improve your mobile device
Infrastructure in the next year?

AA: Beginning upgrades or improvements in the next year

AB: Not upgrading or improving in the next year
AC: Could be in the works. It has been talked about / we are considering



OUR AGENDA TODAY C

Latest NIST Mobile Device Security Special
Publications (SPs)

NIST SPECIAL PUBLICATION 1800-21

Corporate-Owned Personally -Enabled Mobile Device Security:

Corporate-Owned Personally-Enabled (COPE)

B r i n g YO u r OW n DeVi C e I*?;H‘E’SG NIST SPECIAL PUBLICATION 1800-22
Mobile Device Security:
How can we help You?

,,,,,
Example Scenario: Putting Guidance into Practice (Supplement); and How-To Guides (C)

Weodod | 1 ke to hear fr

What mobile device security and privacy Ny
areas can we focus on In the future? le,. S——
b B9 , @ NCCoe

Email us at mobile-nccoe@nist.gov
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MOBILE DEVICE SECURITY NIST &2.1800

NIST SP 1800-21 Mobile Device Security:

Corporate-Owned Personally-Enabled
(COPE) Mobile Device Security:

Corporate-Owned Personally-Enabled (COPE)

NIST SPECIAL PUBLICATION 1800-21

ecutive Summary (A); Approach, Architecture, and Security Characteristics (B); and

Fully-managed organizationally owned device
Android and Apple mobile phones

Volumes A, B and C published and available in
P D F an d We b Ve rS i O n S *Former employee; all work for this publication done while at employer.

his publication is available free of charge from:

Additional feedback can be shared via email at J
mobile-nccoe@nist.gov .

d
tps:fwww.nccoe.nist.goviprojects/building-blocks/mobile-device-security/enterprise
2 appthority % paloalto
NETWORKS

Lookout
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MOBILE DEVICE SECURITY NIST &21300

NIST SP 1800'22 MObIIe DeV|C6 SeCU”ty NIST SPECIAL PUBLICATION 1800-22
Bring Your Own Device (BYOD) | | |
Mobile Device Security:

Employee-owned device with security i
and privacy enhanced architecture gl ot ey b e ol i
Android and Apple mobile phones f;
Comments on the published draft can
be submitted to B
https://www.nccoe.nist.gov/webform/co e |
mments-draft-sp-1800-22-mobile-
device-security-bring-your-own-device s (s ses

or mobile-nccoe@nist.gov by Monday,
May 17, 2021
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QUESTION #3: AWARENESS OF NIST &R2180¢

A2 K2Qa I ¢ NB 2Z Mdbile Dévice{ Securityy BY®D?

AA: Aware of it, and have started reading it
AY 1 NB 2F A0 odzi KF@SyQda adal N
AC Not aware of it before being invited to this webinar



NIST SP 18@2, MOBILE DEVICE SECURITY: BRING YOUR O®XODEV (
DOCUI\/IENT STRUCTURE OVERVIEW AND AUDIENCE

mmmee  VOlume A: Executive Summary

wSummary of the document
wBusiness decision makers, including chief security and technology officers

Volume B: Approach, Architecture, and Security Characteristics

wWhat we built and why
w Technology or security program managers

e VOlume C: Howlo Guides

wlnstructions for building the example solution
wIT Professionals

Supplement: Example Scenario: Putting Guidance into Practice

wHow a fictional exemplar organization deployed their BYOD solution
w Technology or security program managers and IT Professionals




QUESTION #4: WHICH PARTS OF NIST SR 1800 BE MOST USEFL@

AWhich parts of the publication will be most useful to you?

AA: Volume A, Executive Summary (to help achieve Stakeholder awareness)

AB: Volume B, Approach, Architecture and Security (and Privacy)
Characteristics (to understand the architecture)

AC: Volume C Hoillo Guide (to have a ready to implement htmset of
Instructions)

AD: The Supplement: Example Scenario: Putting Guidance into Practice
AE: All of the above



SUPPLEMENT: OUR APPROACH TO TELLING THE S@Q\

Scenario-based example:

A Small-to-mid-sized (fictional)
accounting services company

Motivation for BYOD:

A Growing organization, now with
remote work needs

Goals:
A Provide remote work capability

AComply with orgé¢
policies

A Leverage security and privacy
best practices and standards



OUR APPROAGCHELLING THE STORY

Scenario-based challenges to be
solved:

A Managing employee-owned mobile
devices

A Separating personal and work data

A Identifying and mitigating vulnerable
mobile applications

A Detecting unusual activity or malware
A Encrypting data in transit
A Preventing unknown device traffic

A Protection from executed code with
integrity issues

APreserving the privacy of employeeds

personal data

The supplement
A Provides a dwal
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